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Remote Desktop Connection User’s
Guide

Remote Desktop Connection (RDC) v1.0

Purpose

Remote Desktop Connection (RDC) is a service that allows users to remotely connect to a Windows
operating system by opening a remote desktop session. If you have a Windows workstation at work you
can connect to it from home using RDC.

Prerequisites

1. Make sure your work computer is powered on so that it is accessible.

2. Make note of your workstation ‘computer name’ as you will need to reference it later.

3. VPN Connection to the UF Intranet. Please see the VPN documentation for client install.

4. Two-Factor Authentication (2FA). Make sure if you are enrolled that you have your 2FA device

handy. We recommend having multiple methods of 2FA defined as alternates. For help with
2FA please contact UFIT at helpdesk@ufl.edu or by phone at 392-HELP (4357).

5. The “Remote Desktop Connection” application which is part of a standard Microsoft Windows
system. This application is also available for Mac users (for free from the Mac App Store).

a. Windows:

Remote Desktop Connection
- ’(

= App

b. Mac:

Microsoft Remote Desktop 10

2.9 dokdvr iy #1

For Assistance

Personal Home Equipment:

Information Services does not provide support for personal equipment. This includes hardware,
software, and updates. You must meet minimum OS versions (at least Windows 8 or MacOS 10.6).
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Home Network:

Please work with your internet provider for any home connectivity or Wi-Fi issues. You will need a
stable internet connection to successfully work remotely.

VPN and Two-Factor Authentication (2FA):

For issues related to VPN and 2FA, please contact UFIT.
They can be reached:

1. By phone at 392-HELP(4357)

2. By email at helpdesk@ufl.edu

3. Online at https://my.it.ufl.edu

UF | Research - Information Services:

We can assist in getting you connected to your work computer and work related issues. We can be
reached at 392-6938 or helpdesk@research.ufl.edu.

Finding my “Computer Name”

You will need your computer name in order to make a connection to it.

1. Use Windows Search to search for “computer name”.
a. Click the Start icon

b. Start typing the words “computer name”. The app list should filter to the best match of
“View your PC Name”. Launch the app (blue below).
o @

Best match

@ View your PC name

System settings

Related: "computer name"

Search th

2 computer name|

X3 Excel w3 RemoteDesktop(

c. You should see a “Settings | About | Device specifications” dialog. Make note of your
“Device name”.
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Device specifications

Device name res-wks

Processor

Instliac AN

Making a PC to PC Remote Desktop Connection

1. Establish a VPN connection.

"Ei-v Cisco AnyConnect Secure Maobility Client — *

VPH:
Ready to connect.

Connect

a. Make sure “vpn.ufl.edu” is in the textbox and select ‘Connect’.
b. Enter your username: <just your username> (e.g. algator)
c. Password: <your UF password>

2. Launch “Remote Desktop Connection (RDC)” client.

Below are two different methods to start the RDC client (shortcut keys or windows search)
a. Shortcut keys

Win |+|r| then type 'mstsc M icro s oft | T lerminal |S lervices | C lient.

Note: The “Win” key is between the left “Crtl and Alt” keys on your keyboard.

| = B |

{1 snitt z

Ctrl

b. Oruse “Windows Search” to find the application in your start menu.
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1.

Right-Click on the “Windows” icon in the start menu and select “Search” from the
context menu.

lasn Wianager

Settings

File Explorer

Search

Start typing the word “remote” and the application list should filter and show
“Remote Desktop Connection” as a choice.

Best match

.,_ Remote Desktop Connection
- “I
% app
Recent
F e W SN NP

. o,

Search the web

{% remote - See web results >
Settings (8+) Type here
£ remote]

In the Computer textbox, enter the computer name you noted earlier.
Make sure you include the domain “.ad.ufl.edu”.

For example, if your computer name is “res-wks-xxxxxx” then

you would enter “res-wks-xxxxxx.ad.ufl.edu”.

& Remote Desktop Connection - k4

| Remote Desktop
() Connection

Computer. ‘ res-whs2ooooo.ad ufl edu -

Username:  Mone specified

“You will be asked for credentials when you connect.

© Show Qoions b

Click “Connect”.
You will be prompted for user credentials.
Take special note of the required format for the username.
It is preceded with “ufad\”
a. Username: ufad\<your username>
Sample: ufad\algator

You might get a warning about the computer you are connecting to “not being
verified”. There is no cause for concern. You can go ahead and check the box for

UF | Research — Information Services

Page 6 of 7



*; Remote Desktop Connection

“Don’t ask me again for connections to this computer” and click “Yes”.
X

The identity of the remote computer cannot be verified. Do you
‘want to connect

The remote computer could not be authenticated due to problems with its security
certificate. It may be unsafe to proceed.

Certificate name

# Name inthe certificate from the remote computer:
jad ufl.edu

Certificate ermors.

The following errors were encountered while validating the remate
computer's cerificate:

B The certficats is notfrom a rusted cerlifying authority.

Do youw: lonnect despils these cerificals errors?

% ask MBWUWPMEI
View cerificate.

Making a Mac to PC Remote Desktop Connection
1.
2.

Make sure you have installed the free Microsoft Remote Desktop 10 from the Mac App Store
Establish a VPN connection to vpn.ufl.edu. Confirm on your 2FA device.
3. To connect to your desktop (Mac to PC)

a. Click the “+” menu then “Add PC”
[ ] @ Microsoft Remote Desktop
= |% v+ > PCs Workspac
Add PC. [ (
- Add Workspace *

b. Enter your full “computer name” (green below) in the “PC name textbox”. The “Friendly
name” is optional. Once you’ve created the PC, you don’t need to create it again and
there should be a tile in Remote Desktop that you can double-click.

Add PC

PC name:  res-wks-example.ad.ufledu

User account:

Ask when required wl
Display  Dewices & Audio  Folders
Friendly name: | res-wks-exampld |
Group:  Saved PCs
Gateway: Mo gateway B

"

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

c. Click “Add”.
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